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Changing IT Environment



W A R N E R   R O B I N S   A I R   L O G I S T I C S   C E N T E R

People First...Mission Always

Incidents on AF Nets

December 1998 ïJanuary 2003
Most activity from moderately skilled individuals

ÅHackers, Script kiddies, Criminals

February 2003 ïPresent

Skilled / organized actors (possibly state-sponsored)

ñRecent exploits have reduced operational capabilities on our networks.   

Failure to secure our networks will weaken our warfighting ability 

and potentially put lives at risk.òDEPSECDEF Aug 04

3,824,527 Real-Time Alerts

37,329 Suspicious Events

7,279 Threats

14,555,070,171 Suspicious Connections

Validate

9  Root 

15  User-Level 

6  Malware

30 validated incidents:

- 23% had TCNOs

- Patches/Updates not done

- Poor permission settings

- Default or weak passwords

ÅPhysical destruction  

ÅForces of Nature

ÅNation States

ÅNon-State Actors
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